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Abstract In this paper, we theoretically prove that the
Gaussian quantum discord state of optical field can be used
to complete continuous variable (CV) quantum key distri-
bution (QKD). The calculation shows that secret key can be
distilled with a Gaussian quantum discord state against
entangling cloner attack. Secret key rate is increased with
the increasing of quantum discord for CV QKD with the
Gaussian quantum discord state. Although the calculated
results point out that secret key rate using the Gaussian
quantum discord state is lower than that using squeezed
state and coherent state at the same energy level, we
demonstrate that the Gaussian quantum discord, which
only involving quantum correlation without the existence
of entanglement, may provide a new resource for realizing
CV QKD.

Keywords Quantum information - Quantum key
distribution - Quantum discord - Continuous variable

1 Introduction

Quantum correlation, which is measured by quantum dis-
cord [1-3], is a fundamental resource for quantum infor-
mation processing tasks. It has been shown that some
quantum computational tasks based on a single qubit can
be carried out by separable (that is, non-entangled) states
that nonetheless carries non-classical correlations [4-6].
Recently, quantum discord is extended to two-mode
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Gaussian states [7, 8]. A two-mode Gaussian state is
entangled with Gaussian quantum discord D > 1, when
0 < D <1 we have either separable or entangled states.
Gaussian quantum discord has been experimentally dem-
onstrated too [9-11].

Quantum key distribution (QKD) allows two legitimate
parties, Alice and Bob who are linked by a quantum
channel and an authenticated classical channel, to establish
the secret key only known by themselves. Continuous
variable (CV) QKD using Gaussian quantum resource
state, such as entangled state, squeezed state, and coherent
state, as the resource state, along with reconciliation and
privacy amplification procedure to distill the secret key
[12]. There are two types of QKD schemes, one is called
prepare-and-measure scheme, the other is entanglement-
based scheme. The equivalence between these two type CV
QKD schemes has been proved. QKD with coherent state
(squeezed state) has been proved to be equivalent to het-
erodyning (homodyning) one of the two entangled modes
of an Finstein—Podolsky—Rosen (EPR) entangled state
[13]. Generally, the entanglement-based QKD model is
used to investigate the security of CV QKD. The security
of CV QKD scheme has been analyzed [14—16], and it has
been proved to be unconditionally secure, that is, secure
against arbitrary attacks over long distance [17, 18].
Recently, a CV QKD scheme with thermal states is also
proposed and proved to be secure against collective
Gaussian attacks [19].

Very recently, it has been shown that quantum discord
can be used as a resource for QKD in general [20]. What
we concerned is the role of Gaussian quantum discord in
CV QKD. In this paper, we apply a two-mode Gaussian
discord state, where only quantum correlation exists and
without entanglement, to implement CV QKD. The cal-
culation shows that the secret key can be distilled with the
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two-mode Gaussian discord state against entangling cloner
attack, which is the most important and practical example
of collective Gaussian attack. The secret key rate of the
QKD scheme with Gaussian discord state is increased with
the increasing of the quantum discord. The secret key rates
of the CV QKD schemes with the Gaussian discord state,
squeezed state and coherent state (no-switching QKD) are
compared. Although squeezed state and coherent state offer
higher secret key rate than the Gaussian discord state, we
demonstrate the Gaussian discord can be used to establish
secret key.

2 The Gaussian discord state and QKD scheme

The QKD scheme with a two-mode Gaussian quantum
discord state and entangled state is shown in Fig. 1. Fig-
ure la shows a two-mode Gaussian discord state, as shown
in [9], which is prepared by correlated (anti-correlated)
displacement of two coherent states in the amplitude
(phase) quadrature with a discording noise V. Figure 1b
shows an EPR entangled state with a variance
Vg = cosh 2r, where r € [0, 00) is the squeezing parameter.
The amplitude and phase quadratures of an optical mode a
are defined as X, = a+al and ¥, = (a — a')/i, respec-
tively. The variances of amplitude and phase quadratures
for a vacuum (coherent) state are V(Xv) = V(?V) = 1. The
covariance matrix of the two-mode Gaussian quantum
resource state in Fig. la, b is given by

- ) v

where I and Z are the Pauli matrices
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Fig. 1 Schematic of the CV QKD scheme with a two-mode Gaussian
state. @ The two-mode Gaussian discord state, AM amplitude
modulator, PM phase modulator, ©  phase shift; b EPR entangled
state; ¢ the CV QKD scheme. The transmission efficiency of quantum
channel is modeled by a beam splitter with transmission T. Eve
performs entangling cloner attack, where the variance of the ancillary
EPR state is W. Hom homodyne detection, Het heterodyne detection
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o=pf=Vp=V+1,y="V for the two-mode Gaussian

discord state and o = = Vg,7 = /V2 — 1 for the EPR
entangled state, respectively.

Quantum discord is defined as the difference between
two quantum analogs of classically equivalent expression
of the mutual information. The Gaussian quantum discord
of a two-mode Gaussian state is given by [8]

Dap =f(Vh) = f(v-) = f(vy) +f(VE™™), (3)
et 1) = (5 og 5 5 g,

\/A + VA% —4deto
Vi = 2 )

(4)

are the symplectic eigenvalues of a two-mode covariance

matrix o = (12, g)with deto as the determinant of

covariance matrix and 4 = detA + detB + 2detC, and

2B+ (L —1)(Is—1) 2|5 |\ /I+(L—1)(Is—1)
(h—-1) (5)
2 4 2 2
I —Btli—/ T (1~ 1 D) 2 (L 1)
25

Emin _

where the first equation applies if (4 —1112)2 §1§(12 +
1)(I1 + I4) and the second equation applies otherwise. [; =
detA, I, = detB, I = detC, I, = det o are the symplectic
invariants.

PPT criterion is a necessary and sufficient criterion for
entanglement of Gaussian state [21, 22]. A Gaussian state
is entangled if v_ <1, where v_ is the smallest symplectic
eigenvalue of partial transposed covariance matrix for two-
mode Gaussian state, which is given by [23, 24]

s \/j — V4* — 4deto
o= 5 :

(6)

where 4 = detA + detB — 2detC.

Based on the covariance matrix in Eq. (1) for the
Gaussian discord state, we calculated the quantum discord
and smallest symplectic eigenvalue of PPT criterion, which
are shown in Fig. 2. As shown in Fig. 2a, the quantum
discord is increased dramatically with the increasing of
input variance Vp in the region of Vp € [1,100]. When
Vb > 100, the quantum discord increased slowly with the
increasing of Vp. The smallest quantum discord is 0.12 at
Vb = 1. The quantum discord is always smaller than 1. In
Fig. 2b, the smallest symplectic eigenvalue of partial
transposed covariance matrix is always 1, which means that
there is no entanglement in the Gaussian discord state.

Figure 1c shows the CV QKD scheme with a two-mode
Gaussian state as quantum resource state, which can be the
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Fig. 2 Quantum discord (a) and smallest symplectic eigenvalue of PPT criterion (b) for the Gaussian discord state

two-mode Gaussian discord state or the EPR entangled

state. Alice hold mode a, and transmitted mode b to Bob
over the quantum channel. Here, we consider that Alice
and Bob perform homodyne (Hom) or heterodyne (Het)
detection on their own beam, which corresponds to the CV
QKD scheme with homodyne or heterodyne detection. We
assume that Eve perform entangling cloner attack [13],
which is the most important and practical example of a
collective Gaussian attack [17, 25-27], to steal the infor-
mation. She prepares an ancillary EPR entangled states
with variance W, which corresponds to the excess noise
0=W-—1in [28] and e= (W —1)(1 = T)/T in [13].
W =1 means there is no excess noise (6 = 0) in the
channel, when W > 1, there is excess noise (0 = W — 1)
in the channel. She keeps one mode E” and mixed the other
mode E with the transmitted mode b in the quantum
channel by a beam splitter, leading to the output mode E’.
Eve’s output modes are stored in a quantum memory and
detected collectively at the end of the protocol. Eve’s final
measurement is optimized based on Alice and Bob’s
classical communication. After communication is com-
pleted, Alice and Bob perform reconciliation, error cor-
rection [29, 30] and privacy amplification [31] to distill
final secret key.

3 Security of the CV QKD scheme
3.1 Homodyne detection
In the CV QKD scheme with homodyne detection, Alice

and Bob perform homodyne detection on their own beams
to measure the amplitude or phase quadrature, respectively.
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For CV QKD with EPR entangled state, homodyning one
of the entangled beam is equivalent to the CV QKD with
squeezed state. So we will compare the Gaussian discord
state QKD with squeezed state QKD in this section. In the
following, we use the variable X to represent amplitude or
phase quadrature of an optical mode to analyze the secret
key without losing the generality.

3.1.1 Direct reconciliation

In direct reconciliation, Bob attempts to guess what Alice
sent. The secret key rate is given by

KDR :I(XAIXB) —I(XAIE), (7)
where
I(XA:XB) :H(XB) —I‘I(XB|XA)7 (8)

is the mutual information between Alice and Bob, with
H(Xp) = (1/2)log,V(Xp) and H(XpIX,) = (1/2)loga V(X pIXa)
being the total and conditional Shannon entropies. Eve’s
information is

1(Xs: E) = S(E) — S(E|Xa), 9)
where S(-) is the von Neumann entropy. The von Neumann
entropy of a Gaussian state p can be expressed in terms of
its symplectic eigenvalues [32]

S0y =3 e, (10)
k=1

with g(v) =1 (v + Dlogy[L (v + 1)] =1 (v = 1) logs [L (v — 1),
where v = {vy,...v,} are the symplectic eigenvalues of
Gaussian state p. The symplectic spectrum v = {v;,...v,}
of an arbitrary correlation matrix ¢ can be calculated by
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finding the (standard) eigenvalues of the matrix [iQag]|,
where Q defines the symplectic form and is given by [12]

Q:@(_Ol é) (11)

Here @ is the direct sum indicating adding matrices on the
block diagonal.

In Fig. lc, the covariance matrix of the two-mode
Gaussian state distributed between Alice and Bob in the
CV QKD is given by

o VAI “//Z
O-AB - (,y/Z VBI ’ (12)
where V4 = Vg, ‘/1_L;=T‘/]5—‘y-(1—T)VV7 Y = T(Vé—l)
for the EPR entangled state and V4, = Vp, Vg = TVp + (1 —
T)W, y' = \/TV for the Gaussian discord state, respectively.
The conditional variance is defined as [33] Vxy =

V(X) — |(XY)]*/V(Y). So Bob’s conditional variance in
homodyne detection is given by

2

VB|A = VB - VA . (13)

The mutual information between Alice and Bob is
1Mom(X,: Xp) = 110g,[Vp/Vpa], which is same for the
direct and reverse reconciliation.

Eve’s covariance matrix is made up from the modes E’
and E”, which is

(el oZ

where e, = (1 = T)Va +TW, ¢ = /T(W? —1).

In order to obtain S(EIX,) we need to calculate the
symplectic spectrum of the conditional covariance matrix
0E)x,» Which represents the covariance matrix of Eve’s
system where mode 4 has been measured by Alice using
homodyne detection and is given by [12, 34, 35]

g, = 08 — (Va) 'DIIDT, (15)

where

n:(}) g), (16)

and D is the matrix describing the quantum correlations
between Eve’ modes and Alice’s mode, which is given by

o (8- ()

where { = V1 —TV,, n=0.
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3.1.2 Reverse reconciliation

The 3 dB loss limit on the transmission line in the CV
QKD [36] can be beaten with the reverse reconciliation
[37, 38] or the post-selection [39]. In reverse reconciliation,
Alice attempts to guess what was received by Bob rather
than Bob guessing what was sent by Alice [37]. Such a
reverse reconciliation protocol gives Alice an advantage
over a potential eavesdropper Eve. In reverse reconcilia-
tion, the secret key rate is

KRR :I(XAZXB)—I(XBIE), (18)

where the mutual information between Alice and Bob
I(X4:Xp) is same with what obtained above.
Eve’s information is given by

I(Xp:E) = S(E) — S(E|Xp). (19)
which
represents the covariance matrix of a system where one

of the modes has been measured by homodyne detection
(in this case Bob), is given by [12, 34, 35]

g, = 08 — (Vg) 'DIID". (20)

The conditional covariance matrix ogx,,

Here D is the matrix describing the quantum correlations
between Eve’ modes and Bob’s mode, which is given by

o= (ins) - (o) @
where

(= VT =T)(W = Va), 1f =

Figure 3 shows the secret key rate of the CV QKD scheme
with homodyne detection, (a) and (b) are corresponding to
the direct and reverse reconciliation, respectively. Solid and
dashed lines are the secret key rates for the Gaussian discord
state with variance Vp=40 (typical experimental realistic
modulation level [37]) and 1000, respectively. Dotted line is
the secret key rate for the squeezed state with variance
Veg=40. All curves are plotted with excess noise W = 1.
Comparing the solid and dotted lines in Fig. 3, it is obvious
that secret key rate for squeezed state is greater than that for
Gaussian discord state at the same energy level in both direct
and reverse reconciliation. Comparing solid and dashed
lines, we find that the secret key rate is increased with the
increasing of the discording noise for the CV QKD with the
Gaussian discord state with homodyne detection in both
direct and reverse reconciliation.

A-Ty(W2—1).

3.2 Heterodyne detection

In the CV QKD scheme with heterodyne detection, Alice
and Bob perform heterodyne detection to measure the
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Fig. 3 Secret key rates for the CV QKD schemes with homodyne
detection. a The direct reconciliation; b the reverse reconciliation.
Solid and dashed lines are the secret key rates for the Gaussian
discord state with variance Vp = 40 and 1000, respectively. Dotted
line is the secret key rate for the entangled state with Vg = 40. All
curves are plotted with excess noise W = 1

amplitude and phase quadratures of their own beams
simultaneously. Since heterodyning one of EPR entangled
state is equivalent to QKD with coherent state. In this
section, we will compare the Gaussian discord state QKD
with no-switching coherent state QKD [40].

In heterodyne detection system, a vacuum mode V is
mixed with the optical mode a (l;) on a balanced beam
splitter and the output modes are measured by two homo-
dyne detectors respectively. The amplitude quadrature
measured by Alice and Bob are X = (X, +X,)/v/2 and
XY = (Xz +X,)/V/2, respectively. The corresponding
noise variance measured by Alice and Bob are
VAl = (V4 + 1)/2 and V¥ = (Vg + 1)/2, respectively.

Bob’s conditional variance is given by Vpwam =
(Vgam +1)/2, where
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Fig. 4 Secret key rates for the CV QKD schemes with heterodyne
detection. a The direct reconciliation; b the reverse reconciliation.
Solid and dashed lines are the secret key rates for the Gaussian
discord state with Vp = 40 and 1000, respectively. Dotted line is the
secret key rate for the entangled state with Vg = 40. All curves are
plotted with excess noise W = 1

7?/2

i (22)

VBlAM =Vp —

The mutual information between Alice and Bob are
19X : Xp) = log,[Vigu /Vujan], which is same for the
direct and reverse reconciliation.

3.2.1 Direct reconciliation

In order to obtain S(EIXz) we need to calculate the sym-

plectic spectrum of the conditional covariance matrix
OE|%,.9,0 which represents the covariance matrix of a sys-
tem where two modes has been measured by heterodyne
detection (in this case Alice), is given by [12, 34, 35]

O 5, = OF — (A)'D(Qo, Q" +1)DT, (23)
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where A = detoy + Tro, + 1,QO‘AQT +I=04+1, and
D is given by Eq. (18).

3.2.2 Reverse reconciliation

The correlation matrix oy 5, which represents the
E|Xp, Yy

covariance matrix of a system where two modes has been
measured by heterodyne detection (in this case Bob), is
given by [12, 34, 35]

Oy 4y = OF — (A 'D(QopQ" +1)DT, (24)

where A’ = detog + Trog + 1, Q0pQ" +1 =05 +1, and
the matrix D is same with Eq. (22), which describing the
quantum correlations between Eve’s modes and Bob’s
mode.

Figure 4 shows the secret key rates for the CV QKD
schemes with heterodyne detection, (a) and (b) are for the
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direct and reverse reconciliation, respectively. Solid and
dashed lines are the secret key rates for the Gaussian dis-
cord state with Vp = 40 and 1000, respectively. Dotted
line is the secret key rate for the entangled state with
Vg = 40. All curves are plotted with excess noise W = 1.
In Fig. 4a, comparing solid and dotted lines, we find that
secret key can be distilled for the Gaussian discord state at
lower transmission efficiency than that for coherent state
with heterodyne detection. When T > (.78, secret key rate
for coherent state is still higher than that for the Gaussian
discord state with heterodyne detection. In Fig. 4b, com-
paring solid and dotted lines, it is obvious that no-switching
coherent state QKD offers higher secret key rate and longer
transmission distance than that the Gaussian discord state
QKD. We also noticed that no secret key can be distilled
for the Gaussian discord state at lower transmission effi-
ciency (T < 0.55) with reverse reconciliation, which is
different from coherent state QKD. Comparing solid and

(b) 1.2

1.0
0.8 1
0.6 1

0.4 1

Secret key rates

0.2 1

0.0

0.1 0.6

Quantum discord

(d) 2
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Secret key rates

00 T T T T T T T T
0.1 0.2 0.3 0.4 0.5 0.6

Quantum discord

Fig. 5 The dependence of secret key rates on quantum discord for the CV QKD schemes with the Gaussian discord state. a, b The direct and
reverse reconciliation for homodyne detection, respectively; ¢, d the direct and reverse reconciliation for heterodyne detection, respectively.
Solid, dashed, and dotted lines are the secret key rates for the Gaussian discord state with transmission efficiency of 0.75, 0.8, and 0.9,
respectively. Dash-dotted line in b is the secret key rate for the Gaussian discord state with transmission efficiency of 0.3. All curves are plotted
with excess noise W = 1, Vp € [1, 1000]
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dashed lines in Fig. 4a, b, respectively, we find that secret
key rate is increased with increasing of the discording noise
for both direct and reverse reconciliation in CV QKD with
the Gaussian quantum discord state, which is same with the
result of homodyne detection.

4 Dependence of secret key rate on quantum discord

As shown in Fig. 5, the dependence of secret key rate for
the Gaussian discord state on quantum discord are inves-
tigated at different transmission efficiency with input var-
iance Vp € [1, 1000]. Figure 5a, b is the case of direct and
reverse reconciliation for homodyne detection, respec-
tively. Figure 5c, d is the case of direct and reverse rec-
onciliation for heterodyne detection, respectively. It is
obvious that secret key rate is monotonically increased
with the increasing of quantum discord. Solid, dashed and
dotted lines are the secret key rates for the Gaussian dis-
cord state with transmission efficiency of 0.75, 0.8 and 0.9,
respectively. Dash-dotted line in Fig. 5b is the secret key
rate for the Gaussian discord state with transmission effi-
ciency of 0.3, which means that secret key can be distilled
when T < 0.5 in reverse reconciliation for homodyne
detection. Comparing these traces, we find that secret key
rate is increased with the increasing of transmission effi-
ciency, which is same with the result in Figs. 3 and 4. Most
of the secret key rates start from Dyp = 0.12, since 0.12 is
the smallest quantum discord with Vp = 1 as shown in
Fig. 2a. When T = 0.75 (solid line) in Fig. 5c, secret key
can be distilled when D, > 0.22.

5 Conclusion

In this paper, by considering CV QKD with a two-mode
Gaussian discord state, which has only quantum correlation
and without entanglement, we show that secret key can be
distilled against entangling cloner attack. In CV QKD with
the Gaussian discord state, the secret key rate is increased
with increasing of quantum discord in both homodyne and
heterodyne detection schemes with direct and reverse rec-
onciliation. By comparing the secret key rates of CV QKD
schemes with the Gaussian discord state, squeezed state and
coherent state, we find that squeezed state and coherent state
offer higher secret key rate than the Gaussian discord state at
the same energy level for both direct and reverse reconcili-
ation. This is a natural result since Gaussian discord of the
Gaussian discord state (0 < D < 1) is smaller than that of
EPR entangled state (D > 1). This work provides a possible
application of Gaussian quantum discord.
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